PROHLASENI K NARIZENi
CYBER RESILIENCE ACT
(CRA)

Vazeni zdkaznici,

v souvislosti s rostoucim diirazem na kybernetickou
bezpecnost a v navaznosti na pfijeti nového
evropského natizeni Cyber Resilience Act — CRA
(Regulation (EU) 2024/1781) si vdm dovolujeme
predstavit nds pfistup k zajisténi bezpecnosti pfi
vyrobé plosnych spojt (PCB).

Ackoliv se nafizeni CRA na nasi ¢innost nevztahuje
pfimo, jakozto na vyrobce pasivnich komponent
bez vlastniho digitdiniho prvku, uvédomujeme si, ze
vami vyvijené produkty casto obsahuji digitdini
funkce.

Nasim cilem je proto zajistit, abyste se na nase
vyrobky mohli spolehnout i z hlediska kybernetické
bezpecCnosti produktu v souladu s aktudlni
legislativou.

1. Nase opatieni v oblasti kybernetické
bezpeénosti

e Prestoze CRA pfimo nevyzaduje, aby vyrobci
PCB byli certifikovdni v oblasti kybernetické
bezpeclnosti, nase spolecnost se fidi
mezindrodné uzndvanymi bezpecnostnimi
standardy, bézné pouzivanymi v
elektronickém primyslu.

e Dodrzujeme principy smérnice NIS 2 (EU)
2022/2555, zejména v oblasti fizeni rizik a
ochrany informaénich systém.

e  Pravidelné provadime aktualizace IT systémd,
mame zavedené fizeni pfistupl, zadlohovani
dat, ochranu proti malwaru, pouzivdme
Sifrovani a zabezpecené prenosy dat.

e Informace od zakaznikl (technické
dokumentace, vykresy, prototypy) chranime s
maximalni péci a pfenasime je pouze
zabezpecenymi kandly a ctime dohody o
mlicenlivosti.

2. Navrh a vyroba desek z pohledu bezpecnosti

e Nase vyroba probihd vzdy na zdkladé vémi
schvélené dokumentace.

e Vzhledem k tomu, Ze obvykle nezndme
konkrétni aplikaci vysledného produktu,
nemizeme sami navrhovat bezpecnostni
funkce desek z pohledu digitdIni bezpecnosti.

e | prfesto bereme v potaz rizika, kterd by mohla
mit dopad na integritu, dostupnost nebo
divérnost findlniho produktu.

3. Podpora béhem Zivotniho cyklu produktt

e Ackoliv naSe desky samy o sobé neobsahuji
software, chdpeme potrebu dlouhodobého
zajisténi bezpecnosti.

e  Poskytujeme vadm potifebnou dokumentaci a
specifikace, které mohou pomoci pfi
bezpecnostnich auditech a zajisténi shody s
CRA.

e V pfipadé potfeby spolupracujeme pfi feSeni
pozadavkli na Upravy, revize nebo
kompatibilitu komponent béhem Zzivotniho
cyklu produktu.

4. Soucinnost pfi auditech a shodé s CRA

e Jsme pfipraveni poskytnout soucinnost pfi
vadich  bezpeclnostnich  auditech  nebo
posouzeni shody s CRA ¢i dalSimi relevantnimi

predpisy.
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Dear Customers,

In response to the growing emphasis on
cybersecurity and the adoption of the new
European regulation Cyber Resilience Act — CRA
(Regulation (EU) 2024/1781), we would like to share
with you our approach to ensuring security in the
manufacturing of printed circuit boards (PCBs).

Although the CRA does not directly apply to our
company as a manufacturer of passive electronic
components without embedded digital
functionality, we understand that your final products
often include digital features.

Therefore, our goal is to ensure that our
components meet high security standards and align
with current expectations in cyber resilience.

1. Our Cybersecurity Measures

e While the CRA does not require PCB
manufacturers to be certified in cybersecurity,
we follow internationally recognized security
standards widely accepted in the electronics
industry.

e  We adhere to the principles of Directive NIS 2
(EU) 2022/2555, particularly regarding risk
management and protection of information
systems.

e Our practices include regular IT system
updates, access control, data backup, malware
protection, and secure data encryption and
transfer.

e We handle customer information (e.g.,
technical documentation, drawings,
prototypes) with the utmost care and ensure it
is transmitted through secure communication
channels and we respect principles of
confidentiality.

2. Secure Product Design

e  Our production is always based on designs
approved by our customers.

e |n most cases, we are not aware of the final
application in which the PCB will be used;
therefore, we cannot influence the digital
security design of the end product.

e However, we do consider potential risks that
may affect the integrity, availability, or
confidentiality of the final application.

3. Lifecycle Security Support

e  While our PCBs do not contain software, we
fully understand the importance of long-term
security.

e We provide technical specifications and
documentation that support your security
audits and compliance processes.

e |If needed, we assist in managing updates,
revisions, or compatibility issues throughout
the product lifecycle to minimize potential
security risks.

4. Support for CRA Compliance and Audits

e  We are ready to cooperate with your security
audits and compliance assessments required
by CRA or similar regulatory frameworks.
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e Nabizime podkladovou dokumentaci, zdznamy
o kvalité, zkouskach a procesech, které vam
mohou pomoci pfi prokazovani shody.

e U aplikaci s vys$$imi naroky na bezpecnost
poskytujeme technickou konzultaci, abychom
zajistili hladkou integraci nasich PCB do vasich
zafizeni.

5. Dlouhodobé partnerstvi a odpovédnost

e Nasim cilem je byt pro vds stabilnim a
spolehlivym  partnerem, ktery poskytuje
produkty odpovidajici modernim narokim na
bezpecnost a kvalitu.

e Usilujeme oto, aby nase vyrobky mély dlouhou
Zivotnost, byly odolné vuci zranitelnostem a
pfispivaly ke stabilité a bezpecnosti vasich
koncovych feseni.

| kdyz se nafizeni CRA (EU) 2024/1781 na nasi
vyrobu nevztahuje pfimo, déldme maximum pro to,
abyste mohli naSe produkty bez obav vyuzivat i v
aplikacich s vysokymi ndroky na bezpecnost.

Radi vdm v této oblasti poskytneme maximalni
podporu a potfebnou dokumentaci.
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e We can provide quality and safety
documentation, test records, and production
process details to support your due diligence
or third-party evaluations.

e  For critical systems with higher cybersecurity
requirements, we offer technical consultations
to ensure smooth and secure integration of our
PCBs into your end products.

5. Long-Term Partnership and Responsibility

e  Our goal is to be a reliable, long-term partner
delivering safe and high-quality components
that support your secure production
processes.

e We ensure our products have optimal
durability and resilience, contributing to the
overall security and reliability of your final
devices.

Although Regulation (EU) 2024/1781 — Cyber
Resilience Act (CRA) does not apply directly to PCB
manufacturing, we are fully committed to providing
everything needed to help ensure the security and
compliance of your products.
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