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1. PRO KOHO JE TENTO DOKUMENT
URCEN?

Pro vas, pro minulé, budouci i stavajici
zakazniky, dodavatele a vSechny ostatni
zainteresované strany spolecnosti Gatema a.s.

2. O CEM JE TENTO DOKUMENT?

Chceme transparentné zviditelnit pro vSechny,
jaké osobni data jsou o vas shromazdovana, jak
je s nimi nakladano, z jakych zdroja jsou ziskany,
k jakym ucelim jsou pouzity, komu je
poskytujeme, jak je likvidujeme, jaké je jejich
zabezpecleni proti zneuZiti a jakd mate prava
v oblasti nakladani s osobnimi udaji.

3. KDE VSUDE LEZi VASE OSOBNi UDAJE?

[_]

Q e
o Aplikace .g Dokumenty % E-maily
y| Databaze G| E-maily «| Dokumenty
S| Slozky @|  Kontakty ~| Aplikace
o e - . =
> E-maily _g Aplikace g
5| Kontakty 8 s
2| Dokumenty 2
&| zalohy 5
Archivy z
AN )\ y
> / : N
2 Aplikace =( zaony = E
% E-maily ol Archivy £| Kartotéky
‘o[ Dokumenty S| Externi disky =S| Spisy
> = o )
o Web-cloud =| Sitové prvky Archivy
3 Kamery Vizitky
3 Diafe
Faktury
Dokumenty

1. WHO IS THIS DOCUMENT FOR?

For you, for our former, potential and current
customers, suppliers and all other interested
parties of Gatema a.s. company.

2. WHAT IS THIS DOCUMENT ABOUT?

We want to make the following facts transparent
for everyone: what personal data is being
collected about you, what is then done with them,
what sources these are acquired from, the
purposes they serve, whom we deliver them to,
how we get rid of or delete them, what precautions
are being taken against their misuse and what
your rights are in the area of personal data usage.

3. WHERE CAN YOUR PERSONAL DATA BE
FOUND?
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4. JAKA KONKRETNi OSOBNi DATA O ME | 4. WHAT SPECIFIC PERSONAL DATA DOES

GATEMA MA K DISPOZICI? A PROC? JAK
MOJE DATA ZPRACOVAVA?

NA TO VUBEC PRAVO?

DRUH / TYPE

....... A

UCEL / PURPOSE

MA

GATEMA POSSESS ABOUT ME? AND HOW
DOES GATEMA PROCESS IT?...... AND IS

GATEMA ENTITLED TO DO SO AT ALL?

ZPRACOVANI / PROCESSING

PRAVNi PODSTATA

/ LEGAL
CONSTITUTION

HeG* pofada¢ Organizace HeG* folder Organisation
HeG* pofada¢ Kontaktni HeG* folder Contacts
osoby Contracts, Offers, Invoices
Smlouvy, Nabidky, Faktury (issued, accepted)
(vydané, doslé) Mail, phone
Jméno a Full name Uzavreni Starting a Mail, telefon Your paper business cards PInéni Contract
pfijmeni obchodniho business Vase papirové vizitky ve in card binders, drawers, )
. Phone . . o elant — smlouvy fulfilment
Telefonni vztahu relationship vizitkafich, v Supliku, Capsa app, A .
. number S - . . Opravnény Rightful
Cislo Email Navazani Initiating Capsa, Lists and databases in Zdjem interest
Mail komunikace communication Seznamy a databaze Microsoft Office documents
v dokumentech office (databases of business
(databaze obchodnich cases, etc.), hand-over
pfipadu, apod), pfedavaci protocol, specification
protokol, specifikaéni list, sheet, business
obchodni dokumenty, apod. documents, etc.
Pohyb Employees
zaméstnance operation and
Jrvrj'eno a First name, po _arealu motion on Evidence v knize navstév Records in Visitor's Book Opr?yneny R|ghrful
prijmeni Last name firmy company's zajem interest
Bezpecnostni premises
davod Safety reasons
Ochrana Property
Zaznaml Recorq_from majfzvtkvu a protection and Pro p,rlpadny nfahled a For potential viewing and Opravnény Rightful
z kamerového | a surveiilance zajisténi safety dohledani bezpe¢nostniho searching security incident Zaiem interest
systému system bezpecnosti precautions in incidentu 9 Yy J
ve spole¢nosti society
Obchqdm a Sales and .
h marketingové Keti f ‘o References, promotional
Foto, video Photos, zviditelnéni marketing . Re erence, propagacni videos, flyers, brochures Souhlas Agreement
! videos < ; promotions of videa, letaky, brozury, apod ’ ! !
spole¢nosti GATEMA etc.
GATEMA
Osobni data Personal data o UloZeni databazi na Saving databases on
< Testovani Database : - . -
z vaSich from your databézi testin testovacim serveru, testing server, testing, PInéni Contract
firemnich company's ’ 9 testovani, nahled, zkouseni viewing, functionality smlouvy fulfilment
o konzultace Consulting - o ’ f -
databazi databases funkcionalit pfi konzultaci testing when consulting
Personal
information
Osobni for needs of
informace pro EU projects PInéni Meeting
potfeby EU (Bank Smluvni Contractual révnich lawful
projekti statement, full pozadavky requirements of pra . obligations
. name, email, A . N . povinnosti .
(bankovni telephone daného EU a particular UloZeno na portalu s P e Meeting the
Upisy, iméno a h tored on a client's portal PInéni
VYpISy, Jn ! number, projektu European zadavatele smiou contractual
Ft’;'ljé?;? "t:,:'é’ permanent (vyzvy) Union project Souhl:\g agreements
’ address, (Call . Subject's
adresy, doklady subjektu
e documents ] agreement
o0 vzdélani, howi g
apod) showing
educational
backgrounds
etc.)
Documentation Zivotopis netispé&$nych Resumes of unsuccessful
Jméno a Full name, Podklad pro h .B_ f pesnyct candidates: deleted
o ; ] P for starting an uchazecl: ihned vymazano - A
prijment, address, job zahdjent interview for the a skartovano. Uspésni immediately and Opravnény Rightful
adresa, mail applicants pohovoru na AR P discarded. Successful pra Y nig
N X . offered uchazedi: ulozeno pul roku, X X . zajem interest
uchazece o email nabidnutou emplovment oté skartovano applicants: stored for six
praci address pracovni pozici ploym P . ’ months then discarded
position vymazano.
and deleted.
Jméno, Name,
prijmeni, surname, Vas dotaz Pro pfipad jednorazového In case of single query —
telefon — pfes phone — optavka ’ Yourt query, dotazu se jedna o ad-hoc this is considered as ad- Opravnény Rightful
webovy provided pop ” inquiry, etc. informaci. hoc infrmation and we do zajem interest
et apod. . .
formular, through web Nezpracovavame. not proceed it.
mail, apod. inquiry, mail
le’l;nnigﬁl gussjon?i(eerrz Obchodni Sales Obchodni ¢i marketingové Sales or marketing
pr) . pp sdéleni announcements i '9 announcement — for in- Opravnény Rightful
telefon, email name, . . . sdéleni pro viastni a g .
sakaznika surname Marketmgg:va Marketl_ng souvisejici vyrobky a sluzby house and relatv_ed zajem interest
' ' kampari campaign products and services
dodavatele phone, mail
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PRAVNi PODSTATA

DRUH / TYPE UCEL / PURPOSE ZPRACOVANI / PROCESSING / LEGAL
CONSTITUTION
JrTan% ocrussjonﬁ rrz Obchodni Sales Obchodni ¢i marketingové Sales or marketing
" priJ . pp sdéleni announcements sdéleni pro aktivity announcement — for non-
elefon, email name, . , . NSV . . Souhlas Agreement
sakaznika surname Marketingova Marketing nesouvisejici s viastnimi in-house products and
dodavatelé phone ma’lil kampar campaign vyrobky a sluzbami services
Jméno, Customer’s L P . .
. i’ o Zpracovani ’ Opakované &i jednorazové )
pfijmeni, or supplier's . Inquiry or . One-time or repeated e .
" . poptavky poptavky ) . Opravnény Rightful
elefon, email name, P contract o inquiries o -
. : Jednani o - Podklady pro vypracovani . zajem interest
zakaznika, surname, smlouvé proceeding smiou Information for contract
dodavatele phone, mail vy
Customer’s
Jméno, name,
prijmeni, surname, .
databaze customer B PInéni ?c?r?ttrlggtttjl;‘la
zékaznikd s database Reseni . e . Data forwarding to our smlouvy
P X . - Problem solving Posilani dat partneriim agreements
osobnimi daty including problému partners Souhlas Subiect's
jejich personal data a reJement
zaméstnanc, of their 9
printscreeny employees,
printscreens
, - Preposilani emaild tretim Pinéni Meeting the
Jméno, Name, Dokonéeni . . . . contractual
pFijment surname obchodniho Sales case stranam - dodavateltim, Emails forwarding to the smlouvy agreements
telefon, email phone, email piipadu finnishing dal$im z:tlrnatre];en?ovanym third parties Souhlas Subject's
agreement

* HeG — interni informacni systém / Internal information system
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5. JAK JSTE MOJE OSOBNIi DATA ZiSKALI?

5. HOW DID YOU OBTAIN MY PERSONAL

DATA?
B N o D
Webové rozhrani Email Website at www.gatema.cz Email
na www.gatema.cz Dotaz Query Query
Dotaz Objednavka CVv Order
Zivotopis Poptavka /m\ Order Inquiry
LAAAAL)  Objednavka Zivotopis LARUTARY  Inquiry cv
Poptéavka ) W AN\ )
4  setkani NV N/ N
Osobni setkani Telefon Personal meeting Phone
Veletrhy .
Obchodni schiizk Hovor Trade fairs Call
.bf;kOdn' schuzky Dotaz Business meetings Query
Vizitky Poradenstvi Business cards Consulting
Kp|ha navstév SMS Visitors book SMS
Zaznam na kamefe Sales meetings
NN / _/
( Dokumentace Y . ) ( Documentation Y . N
Smlouva Projekty EU Contract EU Projects
Vybérové Fizeni Osobni tdaje Tender Personal details
—_— Data pro zakazku @0 nu:jne'pr?(splnenl Data for a Contract @0 necessary for
— Marketingové = podmine Marketing materials —_— meeting clients
m / materialy D_E/ zadavatele g QE/ conditions
N AN ) AN J
4 N e N Ve N
o . arketing Public Resources Marketing
Verejné zdr
erejne A?egje leady.cz, seeky.cz Ares website leady.cz, seeky.cz
Webové stranky Sgéogl\z;:]alytlcs Web pages Google anglytics
Facebook eby Facebook Your websites
Linked In Personalni agentura Linked In :;g:]i,; resources
J J J
Z zadnych jinych zdroji vaSe osobni data | We use no other resources to obtain your personal
neziskavame. data.
6. POSKYTUJEME VASE OSOBNi DATA | 6. DO WE FORWARD YOUR PERSONAL

TRETIM STRANAM?
Ano.

Vase osobni data poskytujeme tfetim stranam
pouze v opravnénych divodech, kdy se jedna o
pinéni smluvnich pozadavku a z pravniho hlediska
nepotfebujeme Vas souhlas. Jedna se predevsim

o:
= Jméno, pfijmeni a telefon na cloudové
sluzbé dopravce pro ucely doruceni zasilky

» Jméno, pfijmeni a telefon na cloudové
sluzbé (outloook, webovy formulaf) pro ucel
obchodni korespondence

= Osobni udaje poskytnuté poskytovateli
dotace EU (druh osobniho udaje je vazan na
podminky dané vyzvy).

DATA TO THIRD PARTIES?
Yes.

We provide your personal data to third parties only
in rare and justified cases when the case is about
meeting contractual requirements from a legal
standpoint and from which we do not mean your
approval. It is mainly concerning the following:

= First name, last name and a telephone
contact of a cloud services of a logistics
company for the purposes of delivering a
package

= First name, last name and a telephone
contact of a cloud service (Outlook, web query)
for the purpose of business
correspondence

= Personal data provided to a provider of a

EU grant (the type of a personal detail is related to
the particular conditions of a particular grant)
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= Osobni Udaje vdatabazich spravcu,
printscreenech, nebo pfi hot linech
poskytnuté partnerovi ASSECO za ucelem
vyfedeni problému.

= Pfeposilani emaild s kontaktnimi
informacemi zakaznika tfetim stranam za
ucelem dokonceni obchodniho pfipadu

= Vefejnost — informace na webu,
firemnim casopisu,
materialu, vystavky
uméleckych dél déti, apod.

ve
marketingovém
vytvarnych a

Bez vadeho souhlasu nejsou pouzity vase osobni
Udaje, pokud neni naplnéna opravnéna pravni
podstata pro nakladani s osobnimi udaiji.

7. CO AZ SPOLU SKONCIME, CO BUDE
S MYMI OSOBNIMI DATY?

Po ukonéeni naSeho vzajemného vztahu jsou
vaSe osobni data zlikvidovana nasledujicimi
ukony:

Likvidace dat
z informacéniho

ZruSeni kontaktnich

systému HeG — ~ Udaja
Znepristupnéni dat z (mail, telefon, skartace
poradact Organizace a vizitek)

Kontaktni osobv

Nahrazeni
kontaktu u tretich
stran
(portély dopravcti)

Likvidace citlivych
informaci
(Skartace, vymaz)

Vymaz ze vsech ( Vyma?it:tfg Inéwvrat
elektronlck}/ch poskytnutych
seznamu zakaznickych
(excel, word) databazi)

Vase osobni udaje, které jsou jiz fyzicky na vytisku
néjakého dokumentu- napf. dodaci list, faktura —
jsou zlikvidovany skartaci az po uplynuti doby
skartace daného dokumentu dle interniho
Skarta¢niho fadu (caza 013,

Osobni udaje poskytnuty za ucelem poskytnuti
dotace jsou uchovany na portale tfeti strany dle
podminek a pravidel zadavatele.

= Personal data included with controller's
databases, printscreen with personal data
or during hot line - provided our sales
partner ASSECO for the purpose of
problem solving

= Emails contained customer personal data
forwarded to third parties for the purpose of
business cases.

= Public - information on web pages,
company journal, marketing materials, kids
art works exhibitions, etc

No personal data of yours is used without your
consent unless a law substance of personal data
handling is fulfilled.

7. WHAT IS GOING TO HAPPEN TO MY
PERSONAL DATA ONCE WE ARE
THROUGH WITH OUR BUSINESS?

Once our mutual relationship is terminated your
personal data will be eliminated in the following
way:

Liquidating data from
the information system
HeG -

Denying access from
folders Organisation and
Contact persons

Deleting contact
details
(email, telephone,
Business cards
shredding)

Deletion of sensitive
information
(discarding, deletion)

Replacing the contact
with third parties
(portals of transportation
companies)

Other
(deletion or return of
provided customer
databases)

Deleting from all
electronic list
(excel, word)

Your personal details and data that have already
been printed on a physical handout or a brochure,
a flyer or a leaflet or some sort of a document -
example an invoice or a delivery bill - these are
eliminated by discarding after a time discarding

period according to our internal Discarding clause
(GAZA 013).

Personal data that has been provided for the
purposes of acquiring a financial grant are kept on
a portable of a third party according to conditions
and rules of the client.
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8. NA CO MAM PRAVO?

/o Pravo na informace \
o Pravo na pfistup k osobnim Gdajim
o Pravo na opravu, vysvétleni,

komentar nebo sjednani napravy
o Pravo navymaz
o Pravo vznést ndmitku
o Pravo na omezeni zpracovani
o Pravo nebyt profilovan
o Pravo odvolat souhlas

Uplatriujte na:

8. WHAT ARE MY RIGHTS?

/o Right to obtain information

o Right to access your personal data
o Right to Data correction,
explanation, making a comment or
correction

Right for deletion of the data

Right to raise an objection

Right to limit your data handling
Right not to be profiled

Right to revoke my consent

~

O O O O O

Apply via:

GATEMA a.s. datové
Prtimyslova 2 [ info@gatema.cz ] schranky
68001 Boskovice 4g2p6fu

GATEMA a.s.
Primyslova 2
68001 Boskovice

datové

[ info@gatema.cz schranky

)

4q2p6fu

Lhita na vyfizeni:

dni od doruéeni
W ——8

Formulaf pro uplatnéni
www.gatema.cz/ke-stazeni.

prava naleznete na

9. JAK TO MATE ZABEZECENE TY MOJE
DATA — NEMUSIM SE BAT ZNEUZITi?

Nemusite.

Spole¢nost GATEMA prijala pfiméfena a nalezita
technicka a organizani opatfeni ve vztahu k
internim procestim, IT systétmim a platformam
vyuzivanym pfi shromazdovani, zpracovavani a
pouzivani udaji za ucelem jejich ochrany tak aby
nedoslo k neopravnénému nakladani s vaSimi
osobnimi daty.

Dle mista uloZzeni a zpracovani osobniho udaje
jsou uplatiiovana nasledujici opatfeni
k zabezpeceni osobniho udaje:

Settlement deadline:

4
=

days from delivery
R ———

Application log available

www.gatema.com/download.

on

9. HOW IS MY DATA SECURED - NO NEED TO
BE AFRAID OF INFORMATION ABUSE?

No need at all.

GATEMA company has takern and implemented
appropriate technical and organizational
precautions regarding relations to internal
processes, IT systems in platforms used to collect,
handle use data in order to protect them so that
there is no unlawful misuse of your personal data.

The following precautions to secure your personal
and data are being put in practice according to the
place of storage and handling your personal data:
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Misto
ulozeni nebo
zpracovani
osobniho
udaje

Informacni
systém HeG

Place of
storaging or
processing

personal

data

Information
system HeG

BlizSi upresnéni

Jméno, pfijmeni,
telefon v pofadaci
Organizace, Kontaktni
osoby, Odbératelé,

Dodavatelé

Detailed

specification

First name, last name,
telephone in a folder
Organization, contact
persons, suppliers,
customers

Zabezpeceni

Dostupné vSem
zameéstnancl pouzivajicim
HeG. Zabezpeteno
pfistupovymi pravy.
Logovani zajisténo.

Security

Available to all employees
using HeG. Secured by
login rights. Logging
secured

Osobni udaje

na Z?élfﬂem on adisshkared veskera pracovni business jednotlivych slozek na into separate folders on a
(elektronicky) | (electronically) dokumentace, rtzné documentgtlon, sdileny disk, soubory pod shared disc, pas_sword -
seznamy various lists heslem encrypted files

Personal data

Poptavky, nabidky,
analyzy, smlouvy,

Quote request, offers,
analysis, contracts, all

Zabezpeceny PC,
PFistupova prava do

Secured desktop
computer, access rights

Osobni udaje
u tfetich stran

Personal data
stored with
third parties

Outlook, Portaly
dopravcu, Portal
poskytovatele

Outlook, portals of
transportation
companies, Portal of a
provider

PFistupova prava, PC pod
heslem, zaheslovany
pfistup na portal treti

strany

Access rights, password
protected computers,
password-protected
access to third party
portals

Osobni udaj Personal data Dodaci list. faktura Delivery Bill, invoices, Prava do pisluéného Access rights into an
na ona N ’ HeG folder for ) P appropriate module,
HeG porada¢ pro Lo - modulu, prace pod heslem
dokumentu document s . | invoices received and . e password-protected work
; faktury doslé a vydané . : v systému, zabezpeceny )
generovany generated by dle Divizi issued according to pC in the system, secured
HeGem HeGem Divisions computer

Osobni udaje

Personal data

Vizitky, objednavky,

Business cards, order
forms, quote request

Zabezpe€eno v zamklé
kancelafi
Pro vybrané pfipady i

Safely secured in a locked
office, in certain cases in a

s in a printed poptavky, smlouvy, PN locked cabinet, physical
vytisténe b e o ] forms, contracts, v uzam¢ené skfini . i
form pfihlasky, zZivotopisy A o P security of offices and
applications, resumes Fyzické zabezpeceni remises
kancelafi/arealu P
Zastaralé dokument Out dated documents UloZeno ve Spisovné Stored in a registry office,
Historické Historical data y in registry office - p ! controlled access into the

Udaje - vytisk

- printed

ve spisovné — veSkeré
portfolio dokument(

entire portfolio of
documents

fizeny pfistup do mistnosti,
kli¢e pro vybrané osoby

room, keys granted only to
selected persons

V serverovné — fizeny
pristup

Controlled access of the
server room

H:Js;g_rg:lfe Historical data Zaloha disku a Back up of discs and Externé uloZeno - Externally stored-divided
elektr(inick - electronic databazi HeG databases HeG rozdéleno ve dvou into two databases-one
Y databazich — jedna data a type of data and second
druha kli€ k pfecteni dat key to Reading of the data
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mobile phone telefonni €islo, mail ’ biometrickym udajem nebo biometric data or a
telefonu address N i’ o
kombinaci obojiho. combination of both
< — Stored on a secured
Ulozeno na zabezpeCeném .
S server, automated deletion
serveru, automatické .
s L after approximately two
Kamerové zaznamy z . mazani po zhruba dvou .
< . Surveillance cameras e . months according to space
Server Server bezpecénostnich mésicich dle mista na P .
records . ) . availability on the disk.
kamer disku. Definovana prava . : ;
) . Defined rides for online
pro on-line nahled . :
(recepce, zastup recepce) viewing (recep'non,
’ reception substitute)
Osobni data potfebna E:Esezgzlrd?(t)?
Portal pro dokladovani documen){in PFistup pod zaheslovany Access to a password-
Portal of a EU | funk&nosti projektu EU . . 9 PP oslovany protected computer.
poskytovatele . N functionality of a EU PC. Zaheslovany pfistup
grant provider —na portale B A . Password protected
dotace EU . project-on a clients do portalu .
zadavatele, vytisk . . access into the portal.
v &anonu. L-ko porta}, printed version
' in a folder, L
Osobni data potfebna E:Lseosgzlrgéfl(t)?
Vytisky dof:ﬁrr]r:(;?ns funlféﬁc?s?iklarg'oevlftEIEU documenting Uzamcena kancelar Locked office with
podkladu pro and handouts _na portjéle functionality of a EU s fizenym prfistupem, controlled access, locked
projekt EU p project-on a clients uzamc&ena skfin cabinet

for EU project

zadavatele, vytisk v
Sanonu, L-ko

portal, printed version
in a folder, L
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10. NAS PRISTUP K VASIM OSOBNIM DATUM

GATEMA a.s. je povinna informovat vSechny
zainteresované strany (zakaznik, dodavatel, apod)
o tom, jak jsou vaSe osobni udaje pouzivany fj.
zejména sdélit druh osobnich dat, které ma
k dispozici, jejich zamyslené pouZiti, zpracovavani
udaja, pravni narok a jakou dobu se uchovavaji.
To fesi tento dokument, vasSe souhlasy, smlouvy a
skartacni rad.

Shromazdéné udaje se pouzivaji pouze za ucelem
uvedenym v tomto dokumentu a pokud by mélo
dojit k jinému vyuZziti vaSich dat bez pravniho
opodstatnéni potfebujeme vas pisemny souhlas.

Spole¢nost Gatema dba na to, aby osobni udaje
byly spravné a aktualizované a s ohledem na ucel
jsou nastavena opatfeni, zZe je zajisténo vymazani,
zablokovani &i oprava nespravnych ¢i neuplnych
informaci.

Historie zmén dokumentu:

10. OUR APPROACH TO YOUR PERSONAL
DATA

GATEMA a.s. company is officially obliged to
inform all interested parties (customer, supplier,
etc.) how your personal data is being used, i.e. to
inform of a particular type of personal and data
that are available to the company, its intended
use, processing the data, rightful claim and for
what period of time these are being stored. This
document covers these issues along with your
concerns, contracts and a discarding code.

The data is being used solely for the purpose
stated in this document and should there be any
other use of your personal data without lawful
justification we do you need your written consent.

The company Gatema a.s. pays special attention
to personal data being correct and updated and
considering this fact special precautions are being
taken into practice that its deletion, blocking or
correction of incorrect or incomplete data is
ensured.

Datum Kdo Co
25.05.2018 | Zouhar Vydani dokumentu
03.09.2018 | Zouhar Odstranéni zminky o firemni $kolce Gatemacek
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